%O GROUPON

EARTH OBSERVATIONS

As open as possible, as restricted as necessary

What public data standards and open data mean
for policymakers and innovation procurers?

October 2023



%O GROUP ON eshape
EARTH OBSERVATIONS Data Working Group INnCASE ‘:’ﬂ
@Illad

Open
Geospatial
Consortium. gcroser 2023

'BLB ?f



Objectives

4 What should public bodies be aware of when it comes to data standardisation

and open data?

P4 How are data standards indispensable to assess the qualityofa
procured/envisaged data solution?

B ntroduction to open data sharing and data management principles be included
(GEO, FAIR, CARE, TRUST).

Outline
4 Raisc awareness about Open Data and Standards

4Bcst Practices

B Uscful Tools



Some milestones on Open Data

e 1963 WMO approved the concept of a WWW program to
exchange data between Met services

e 1998 Baveno Manifesto: Global Monitoring of
Environment and Security (GMES)

1 998 T h e Aa rh us conve nt| ON = Access to environmental information, Public participation in environmental decision

making, justice

1999 The International Charter Space and Major Disasters

2005 GEO open data sharing principles

2008 Landsat free and open data policy

2012 GMES, operational since 2011, is renamed Copernicus

2013 WMO decides to transition to the WMO Information System -WIS opened to
everyone .

e 2015 Enhanced GEO Data Sharing Principles & GEO data management
principles

Online video recording:GEO Dialogue recording: “Data sharing principles and the value of Open data”

https://gkhub.earthobservations.org/records/4dy10-49891
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The European Strategy for data at a glance

. - 0 The European Strategy for data (2020)
. éf_«%’_’j aims to make the EU a leader
© in a data-driven society.

N
The Data Governance Act (2020) The Data Act (2022) clarifies

@ facilitates data sharing across sectors h e f d
and Member States. who can create value from data.

I

/7o Ten European common data spaces, IN SP":‘?@

' o ,Cﬁ | ranging from industry to mobility, from % - ;‘5#
"~ European Green Deal to energy and health. & ®
v o
LI =
= E?*

= ]

% 2

w



GED DATA SHARING PRINCIPLES

Data, metadata and products will be shared as Open Data by default, by
making them available as part of the GEOSS Data Collection of Open
Resources for Everyone (Data-CORE) without charge or restrictions on re-
use, subject to the conditions of registration and attribution when the data are
re-used;

Where international instruments, national policies or legislation preclude the
sharing of data as Open Data, data should be made available with minimal
restrictions on use and at no more than the cost of reproduction and
distribution

All shared data, products and metadata will be made available with
minimum time delay
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https://www.earthobservations.org/documents/pb/me_202206/PB-23-11_Revised%20GEO%20Data%20Management%20Principles%20Implementation%20Guidelines.pdf

Discoverability

DMP-1. Data and all associated metadata will be discoverable
through catalogues and search engines, and data access and
use conditions, including licenses, will be clearly indicated.

Accessibility

DMP-2. Data will be accessible via online services,
including, at minimum, direct download but preferably
user-customizable services for visualization and
computation.

Usability

DMP-3. Data will be structured using encodings that
are widely accepted in the target user community and
aligned with organizational needs and observing
methods, with preference given to non-proprietary
international standards.

DMP-4. Data will be comprehensively documented,
including all elements necessary to access, use,
understand, and process, preferably via formal
structured metadata based on international or
community-approved standards. To the extent possible,
data will also be described in peer-reviewed
publications referenced in the metadata record.

DMP-5. Data will include provenance metadata
indicating the origin and processing history of raw
observations and derived products, to ensure full
traceability of the product chain.

DMP-6. Data will be quality-controlled and the results of
quality control shall be indicated in metadata; data
made available in advance of quality control will be
flagged in metadata as unchecked.
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Data management principles

Preservation

DMP-7. Data will be protected from loss and preserved
for future use; preservation planning will be for the long
term and include guidelines for loss prevention,
retention schedules, and disposal or transfer
procedures.

DMP-8. Data and associated metadata held in data
management systems will be periodically verified to
ensure integrity, authenticity and readability.

Curation

DMP-9. Data will be managed to perform corrections
and updates in accordance with reviews, and to enable
reprocessing as appropriate; where applicable this shall
follow established and agreed procedures.

DMP-10. Data will be assigned appropriate persistent,
resolvable identifiers to enable documents to cite the
data on which they are based and to enable data
providers to receive acknowledgement of use of their
data.



GEO FAIR CARE TRUST Principles o

FAIR Principles EARTH OBSERVATIONS

F1: (Meta) data are assigned globally unique and persistent identifiers

F2: Data are described with rich metadata

F3: Metadata clearly and explicitly include the identifier of the data they describe

F4: (Meta)data are registered or indexed in a searchable resource

A1: (Meta)data are retrievable by their identifier using a standardised
communication protocol

A1.1: The protocol is open, free and universally implementable

A1.2: The protocol allows for an authentication and authorisation procedure
where necessary

A2: Metadata should be accessible even when the data is no longer available

I1: (Meta)data use a formal, accessible, shared, and broadly applicable language
for knowledge representation

12: (Meta)data use vocabularies that follow the FAIR principles

I13: (Meta)data include qualified references to other (meta)data

R1: (Meta)data are richly described with a plurality of accurate and relevant
attributes

R1.1: (Meta)data are released with a clear and accessible data usage license

R1.2: (Meta)data are associated with detailed provenance

R1.3: (Meta)data meet domain-relevant community standards

9|0ISS200\_g enqepg

O
(P
%c

a|geladoisiu



https://www.go-fair.org/fair-principles/
https://www.go-fair.org/fair-principles/f1-meta-data-assigned-globally-unique-persistent-identifiers/
https://www.go-fair.org/fair-principles/f2-data-described-rich-metadata/
https://www.go-fair.org/fair-principles/f3-metadata-clearly-explicitly-include-identifier-data-describe/
https://www.go-fair.org/fair-principles/f4-metadata-registered-indexed-searchable-resource/
https://www.go-fair.org/fair-principles/metadata-retrievable-identifier-standardised-communication-protocol/
https://www.go-fair.org/fair-principles/metadata-retrievable-identifier-standardised-communication-protocol/
https://www.go-fair.org/fair-principles/a1-1-protocol-open-free-universally-implementable/
https://www.go-fair.org/fair-principles/a1-2-protocol-allows-authentication-authorisation-required/
https://www.go-fair.org/fair-principles/a1-2-protocol-allows-authentication-authorisation-required/
https://www.go-fair.org/fair-principles/a2-metadata-accessible-even-data-no-longer-available/
https://www.go-fair.org/fair-principles/i1-metadata-use-formal-accessible-shared-broadly-applicable-language-knowledge-representation/
https://www.go-fair.org/fair-principles/i1-metadata-use-formal-accessible-shared-broadly-applicable-language-knowledge-representation/
https://www.go-fair.org/fair-principles/i2-metadata-use-vocabularies-follow-fair-principles/
https://www.go-fair.org/fair-principles/i3-metadata-include-qualified-references-metadata/
https://www.go-fair.org/fair-principles/r1-metadata-richly-described-plurality-accurate-relevant-attributes/
https://www.go-fair.org/fair-principles/r1-metadata-richly-described-plurality-accurate-relevant-attributes/
https://www.go-fair.org/fair-principles/r1-1-metadata-released-clear-accessible-data-usage-license/
https://www.go-fair.org/fair-principles/r1-2-metadata-associated-detailed-provenance/
https://www.go-fair.org/fair-principles/r1-3-metadata-meet-domain-relevant-community-standards/

GEO FAIR CARE TRUST Principles

Findable Accessible Interoperable Reusable

Collective (Benefit) - Data ecosystems shall be designed and function in ways that

Collectiye Authority Responsibility Ethics
enable Indigenous Peoples to derive benefit and equitable outcomes from Indigneous Benefit to Control

Data, such as inclusive development, innovation, and citizen engagement.

Authority to Control - Indigenous Peoples’rights, interests, and authority in Indigneous Data must be recognized and empowered, enabling
Indigenous Peoples and governing bodies to determine how Indigenous Peoples are represented and identified within data, in accordance with

cultural governance protocols. This also includes Indigenous lands, territories, resources, knowledges and geographical indicators.

Responsibility - Indigenous Data must be connected to relationships built on respect, reciprocity, trust, and mutual understanding, as defined
by the Indigenous Peoples to whom those data relate. Information must be shared about how data are used to support Indigenous Peoples’self-
determination and collective benefit through openly available, meaningful evidence. This includes enhancing data literacy and supporting the
development of an Indigneous digital infrastructure, able to generate data grounded in the languages, worldviews, and lived experiences of

Indigenous Peoples.

Ethics - Indigenous Peoples’rights and wellbeing should be the primary concern at all stages of the data life cycle and across the data

ecosystem. Representation and justice,as well as consideration of potential future use (or harm) should be incorporated. This includes



GEO DSMP FAIR CARE Principles

Transparency To be transparent about specific repository
services and data holdings that are verifiable by
publicly accessible evidence.

Responsibility To be responsible for ensuring the authenticity
and integrity of data holdings and for the

expectations of target user communities are met. 01010

10101

reliability and persistence ofits service. T R u s
User Focus To ensure that the data management norms and
JOMRVAL:SIS

01010

Sustainability To sustain services and preserve data holdings Transparency ~ Responsibility User focus Sustainability Technology
for the long-term.

Technology To provide infrastructure and capabilities to httpS//WWW rd-alliance org/trust-

principles-rda-community-effort

support secure, persistent, and reliable services.

2019-2020



GED DATA SHARING PRINCIPLES

Data, metadata and products will be shared as Open Data by default, by
making them available as part of the GEOSS Data Collection of Open
Resources for Everyone (Data-CORE) without charge or restrictions on re-
use, subject to the conditions of registration and attribution when the data are
re-used;

Where international instruments, national policies or legislation preclude the
sharing of data as Open Data, data should be made available with minimal
restrictions on use and at no more than the cost of reproduction and
distribution

All shared data, products and metadata will be made available with
minimum time delay




Licences

As open as possible, as restricted as needed
A license provides clarity and certainty on possible downstream usage of Earth Observation services,
which enables innovation for research, and business and supports its sustainability.

A license depends on the business model, but it also depends on the licenses attached to the input data.
Crediting the data used is requested for instance by Copernicus and can be critical for some data
providers.

GEO Data Licensing Guidance

In February 2023, the Law and Policy Subgroup of the GEO Data Working Group recommended the use
of the following data licenses, consistent with the GEO Data Sharing Principles:

e Creative Commons Zero 1.0 Universal Public Domain Dedication (CCO)
(https://creativecommons.org/publicdomain/zero/1.0/)

e Open Data Commons Public Domain Dedication and License (PDDL) v1. (https://opendatacommons.org/licenses/pddl/1-
0/)

e Creative Commons Attribution 4.0 International (CC BY 4.0) (https://creativecommons.org/licenses/by/4.0/)

Standard licences enable M2M Processing, restrictions are still not fully standardized


https://creativecommons.org/publicdomain/zero/1.0/
https://opendatacommons.org/licenses/pddl/1-0/
https://opendatacommons.org/licenses/pddl/1-0/
https://creativecommons.org/licenses/by/4.0/

Licences: More on Creative Commons

CCO: This license does not preserve copyright and waives all
rights. However, it comes with no warranties.

BY: This building block allows the use of the data and to create
derivative works as long as the original author is credited. Even
commercial use of the data or the derived product is allowed.

SA: This building block ensures that the data or derived product com,,.e,c.a|

gets distributed under the same license as the original data.

NC: This building block prohibits commercial use of both the
original data and any derived products.

ND: This building block prohibits the creation of a derived
product.

share
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https://creativecommons.org/publicdomain/zero/1.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc-sa/4.0/
https://creativecommons.org/licenses/by-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/

And Data Licences are different than Software licences



What are open standards?

Open standards are technical standards developed through a
collaborative, consensus-driven process and are publicly
available for anyone to use and implement.

These standards are essential to make the data Findable,
Accessible, Interoperable, and Reusable ensuring that different
systems can interoperate together seamlessly.



What is interoperability?

[ P

Incompatible Compatible Interoperabie

Interoperability allows to open your information system:

e In Input <z
e In Output Il[ll:>



Value of Open Standards

foster innovation, healthy and fair competition, and efficiency preventing
monopolies

Enable switching between different products and services, which lowers the risk
of dependency, helps to reduce the costs of switching, increasing consumer
choice.

encourages companies to stay competitive, rather than relying on vendor lock-ins
help to promote social values such as accessibility, transparency, and
inclusivity ensuring diversity and inclusion

play a critical role in promoting innovation, competition, accessibility, cost
savings, social values, and risks resilience specially as technology advances
Challenges for developing standards include implementing a consensus-driven
agile development process involving a wide diversity of stakeholders, adapting to
change, and maintaining stability for broad adoption while evolving with new data
sources, new technologies and needs



Reference standardization bodies for Geographic and environment information

/ZTRRN
Iso e ISO/TC 211 about Geographic information/Geomatics:
N4 https.//www.iso.org/committee/54904/x/catalogue/ INSP,
e
K =
0 Open _ e The Open Geospatial Consortium — OGC : c;&" ':’ﬁ
Geospatial https://www.ogc.org/standards/ 5 T
7 Consortium : e u; =
/ . 'E; ::‘,..._
&, S WORLD e WMO for Weather and Hydro 2, ‘Pﬁ
\ /¢ METEOROLOGICAL  https://community.wmo.int/en/standards-and- “0 4%
N ORGANIZATION oS HO . : A jen®
requirements-climate-observations
In Europe
INSPIRE

IHO . e IHO : https://www.iso.org/committee/54904/x/catalogue

Organization

. Ocean Data Standards are defined by

OGC and ISO cooperate on many topics of WMO has endorsed the following OGC a Joint  WMO-0C Technical
common interest: standards: CSW, WMS, WCS, WFS, ..

Commission on Oceanography and

. ; ot SOS an several parts of WaterML
https://www.iso.org/organization/9825.html Marine Meteorology (JCOMM)



https://www.iso.org/committee/54904/x/catalogue/
https://www.ogc.org/standards/
https://community.wmo.int/en/standards-and-requirements-climate-observations
https://community.wmo.int/en/standards-and-requirements-climate-observations
https://www.iso.org/committee/54904/x/catalogue/
https://www.iso.org/committee/54904/x/catalogue/
https://www.iso.org/organization/9825.html
https://en.wikipedia.org/wiki/WMO
https://en.wikipedia.org/wiki/WMO

Compliance testing

e Compliance tools enable to check the good quality of the implementations

e The OGC Compliance Program is a certification process that ensures organizations'
solutions are compliant with OGC Standards. It is a universal credential that allows
agencies, industry, and academia to better integrate their solutions.

See: https://cite.opengeospatial.org/teamengine/

e The INSPIRE Reference Validator is to help data providers, solution providers and
national coordinators to check whether data sets, network services and metadata meet
the requirements defined in the INSPIRE Technical Guidelines. The Validator provides
detailed test reports to help implementers understand how well their data, services,
metadata or software solutions are doing (or where improvements may be needed).

See: https://inspire.ec.europa.eu/validator/home/index.html

Online webinar recording “Standards compliance Tools, benefits and return on experience”
https.//www.youtube.com/watch?app=desktop &v=BZX00-pLxXE



Data Management Plan (DMP)

Definition:
e A formal document outlining how data should be handled during and after the project is completed.
e Consider the many aspects of data management, metadata generation, data preservation before the

project begins.

e |ead to data being well-managed in the present and prepared for preservation in the future.

Context:

e Required by national and international funding agencies (eg. European Commission)

Support:
e Online tools: OpenAIRE, DMPonline, OPIDoR...
e OPIDoR: https://opidor.fr/ - Models, tools and online services in support of machine-actionable DMP
o GEO-FAIR DMP Self Assessment Tool: hitps://gkhub.earthobservations.org/records/Oksgt-7v316



https://opidor.fr/
https://opidor.fr/
https://gkhub.earthobservations.org/records/0ksgt-7v316

DMP Self Assessment Tool in a nutshell

Designed for GEO and FAIR Principles

10 GEO DMPs and 5 FAIR Principles

Excel package (Macro)

Free, open, simple and easy to navigate

Allow templating (Look & feel)

Based on self-assessment (Pilot or project)
Provide recommendation and guidance
Notion of compliance and trajectory

Tested and validated on 37 e-shape pilots (X2)

Free download on the GEO Knowledge Hub
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GEO DMP - FAIR Principles Cross-Analysis

GROUP ON .
EARTH OBSERWVATIONS

DSP-1: Open by Default
DSP-2: Available with minimal restrictions, atno ~ FAIR does not
more than the cost of reproduction and explicitly address

distribution the DSPs
DSP-3: Available with minimum time delay.

DMP-1: Metadata for Discoverys » Findable
DMP-2: Online Access

DMP-3; Data Encoding \ Aecessible
DMP-4: Data Documentation
DMP-5: Data Traceability

DMP-6: Data Quality-Control Interoperable
DMP-7: Data Preservation
DMP-8: Data and Metadata Verification Reusable

DMP-9: Data Review and Reprocessing
DMP-10: Persistent and Resolvable |dentifiers

Based on: GEOSS Data Shanng Prnciples Implementation Guidelines 2016-2025, GEOSS Data
Management Principles: A Brief Overview, and [The FAIR Data Principles.

Based on: GEOSS Data Sharing Principles Implementation Guidelines 2016-2025, GEOSS Data Management Principles: A Brief Overview, and The FAIR Data Principles.



DMP Self Assessment
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DMP Self Assessment Tool - Compliance & Trajectory

Trajectory

Start Finish

Level of compliance
0 : Not applicable to my Pilot
1: Applicable but not started
2: Partly implemented

3: Fully compliant
Level of interoperability

0 : Not applicable or unknown
1: Not significant effort to ensure interoperability
2: Interoperable but with restrictions

3: Fully interoperable in line with GEO recommendations

Compliance

List of possible exceptions (Free text)
Nature of the exception

« Exception due to security risks
« Exception durto commercial restrictions

« Exception due to researchembargo



DMP Self Assessment Tool - Final doc/pdf document
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EXPORT TO
WORD

<-- TO START

BACK TO EDIT DMP - 1 —>

BACK TO EDIT DMP - 2 --->

BACK TO EDIT DMP - 3




DMP Self Assessment Tool - A closer look...

GROUP ON .
EARTH OBSERWVATIONS

DSP-1: Open by Default
DSP-2: Available with minimal restrictions, atno ~ FAIR does not
more than the cost of reproduction and explicitly address

distribution the DSPs
DSP-3: Available with minimum time delay.

DMP-1: Metadata for Discoverys » Findable

DMP-2: Online Access

DMP-3; Data Encoding \ Aecessible
DMP-4: Data Documentation
DMP-5: Data Traceability

DMP-6: Data Quality-Control Interoperable
DMP-7: Data Preservation
DMP-8: Data and Metadata Verification Reusable

DMP-9: Data Review and Reprocessing
DMP-10: Persistent and Resolvable |dentifiers

Based on: GEOSS Data Shanng Prnciples Implementation Guidelines 2016-2025, GEOSS Data
Management Principles: A Brief Overview, and [The FAIR Data Principles.



DMP Self Assessment Tool - A closer look...

Recommendations and guidances from GEO DMP-3 and FAIR-3

GEO DMP-3 FAIR-3

Data should be structured using encodings that are Humans should be able to exchange and
widely accepted in the target user community and interpret each other’s data, but this also applies

aligned with organizational needs and observing to computers, meaning that data that should be
methods, with preference given to non-proprietary readable for machines without the need for
international standards. specialised or ad hoc algorithms, translators, or

mappings. Interoperability means that each
computer system at least has knowledge of the
other system’s data exchange formats.

Adopt standardized encodings to meet user For this to happen and to ensure automatic
expectations: findability and interoperability of datasets, it is
* Validate that encodings work with community-  critical to use:

adopted tools 1. commonly used controlled vocabularies,
Facilitate schematic and syntactic interoperability: ontologies, thesauri (UUID and DOI)
* Enable use with mature services, such as OGC 2. agood data model (a well-defined

WMS, OpeNDAP, and NetCDF framework to describe and structure

(meta)data).



Data Management Plan Self Assessment Tool - Take
away...

e The tool is a powerful and flexible formal framework to assess data and services
compliance towards GEO and FAIR Principles
e Automatic generation of a Data Management Plan document

e In practice it is not easy to answer to all DMP questions ( -> Trajectory)

e 2024 planned activity in GEO:
o Implement GEO Data Management Principles into OPIDoR for reliable, scalable,

interoperable and machine actionable DMPs



GEO Timeline- Data management & Dialogues

2 2 2 2 2 2 2 2
0 0 0 0 0 0 0 0
1 1 2 2 2 2 2 2
4 5 0 1 2 3 3 3
L Data L GEOSS Data L GEO Open L Revised GEO L GEO L Open Data Ministerial
Management Management Knowledge Data Sharing Dialogue  Open
Principles Task Principles Statement and Data Series 2 Knowledge
Force Management workshop
Principles
GEO .Data GEO
Working Group Dialogue
Series 1

From “Kunnskapsgrunnlag GEO” by Bente Lilja Bye for The Norwegian Environmental Agency, 2022



From Data sharing to Open Knowledge

In 2021 GEO has endorsed the open knowledge statement
https://shorturl.at/iMOS5.

In the following year, GEO has implemented the Open Knowledge Hub
that makes accessible Open Knwoledge packages
https://gkhub.earthobservations.org/

Geo Advocates now not only Data Sharing but also Open knowledge


https://shorturl.at/jMOS5
https://gkhub.earthobservations.org/

https://gkhub.earthob
vations.org/

&O From Data sharing to Open Knowledge

SEPTEMBER 2023

Open
Reproducible
Research


https://gkhub.earthobservations.org/
https://gkhub.earthobservations.org/

Final Take Aways

Open data policies reveals the value of data

Licences enable to make the data as open as possible, as restricted as
needed

Open Standards are needed to make the data open according to GEO, FAIR,
CARE, TRUST and get many other benefits

Data Sharing, Open knowledge and Standards should be
required/recommended/considered as needed in calls and tenders

Tools enable policy makers and innovation procurers assess GEO Data
Management, FAIR Principles and standards compliance
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